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Tabletop Exercise — Observer Pack

Thank you for participating as an observer in this tabletop exercise. Your role as an observer
is crucial in evaluating and improving the incident response activities and procedures. This
information pack will guide you through your responsibilities, provide essential details about
the exercise, and offer tips for effective observation.
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1. Introduction:

The Tabletop Exercise (TTX) is designed to simulate cybersecurity or suspected cybersecurity
incident scenarios. As an observer, your role is to objectively evaluate what happens during
the exercise, noting strengths, weaknesses, and areas for improvement in the responses,
knowledge, and communication protocols.

2. Exercise Overview:

Date and Time: [Insert Date and Time]

Location: [Insert Location]

Scenario: [Brief Description of Scenario]

Objectives:

Identify strengths and weaknesses in emergency response procedures.
Evaluate communication and coordination among involved parties.
Provide constructive feedback for improvement.
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3. Observer Responsibilities:

Attend the pre-exercise briefing to understand objectives, expectations, and roles.
Observe the exercise without interfering in the scenario.

Take detailed notes on observations, including strengths, weaknesses, and noteworthy
actions.

Maintain objectivity and impartiality in evaluations.

Participate in post-exercise debriefings to provide feedback and insights.

4. Observation Guidelines:

Focus on key aspects such as communication, decision-making, coordination, and resource
utilisation.

Note any deviations from established procedures and protocols.

Pay attention to interagency/ inter team cooperation and collaboration.

Identify successes as well as areas for improvement.

Keep track of timelines and response effectiveness.

5. Reporting Procedures:

Compile your observations into a comprehensive report.

Structure the report with clear sections for strengths, weaknesses, recommendations, and
lessons learned.

Submit the report to the designated point of contact by [Insert Deadline].

Be prepared to discuss your observations during the post-exercise debriefing.

6. Contacts:

For any inquiries or assistance, please contact:
Exercise Coordinator: [Insert Name and Contact Information]
Observer Liaison: [Insert Name and Contact Information]

/. Resources:

Contact List of Key Personnel
List of roles and personnel filling them

Thank you for your dedication to improving our emergency response capabilities. Your
insights and feedback are invaluable to our ongoing efforts to enhance safety and
preparedness in operations.

[Organisation Logo]

[Organisation Contact Information]
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Cybersecurity Tabletop Exercise Observer Report Template
Exercise Details

Exercise Name:
Date:

Location:
Scenario:
Objective:

Observer Information
Name:

Role:

Organisation:

Contact Information:

Observation Focus

[ Jincident Response Procedures
|:|Communication Protocols
|:|Decision—making Processes
|:|Team Coordination
|:|Resource Allocation
|:|Regulatory Compliance
|:|Technical Competence
|:|Stakeholder Engagement
|:|Policy Adherence
|:|Documentation Practices
|:|Other (Specify):

Observation Notes:

|:|Pre—Exercise Preparation:

|:|Review of documentation (e.g., Incident Response Plan, SOPs).
|:|Observation of pre-exercise briefings.

|:|Assessment of participant readiness.

Exercise Execution:

|:|Documenting key decisions made during the exercise.
|:|I\/Ionitoring communication among team members.

|:|Tracking adherence to established procedures.

|:|Not'ing any deviations from the scenario or unexpected challenges.
|:|Observing time management and prioritization of tasks.

Post-Exercise Evaluation:

|:|Review of post-exercise debriefings.
|:|Identiﬁcation of strengths and areas for improvement.
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|:|Documentation of lessons learned.
|:|Recommendations for enhancements to procedures or policies.

Key Observations:
Strengths:

Areas for Improvement:

Overall Assessment:

Effectiveness of Response: (Scale: Excellent, Good, Fair, Poor)
Level of Preparedness: (Scale: High, Moderate, Low)
Recommendations for Improvement:

Additional Comments:

Signature:
Date:
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