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In February 2024, the US government’s National Institute of Standards and Technology
(NIST) released the Cybersecurity Framework (CSF) 2.0 which expands the scope of its
original framework. The first CSF concentrated on the cybersecurity of critical infrastructure
and systems of national interest; however, the new model is applicable to any sector.
Supporting how operational cybersecurity leaders can present the importance of
cybersecurity to their boards, CSF 2.0 has a governance part that emphasises the enterprise
risk of cybercrime /cybersecurity incidents.

NIST CSF 2.0 facilitates communication and collaboration among stakeholders, including
executives, IT professionals, and cybersecurity experts. Not only is it an ideal framework to
support the work of a CSOC it also promotes a risk-based approach to cybersecurity,
enabling organisations to prioritise efforts and allocate resources effectively.
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More information from the NIST website:
ttps:/ /www.nist.gov/cybersecurity
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